REPUBLIC OF THE PHILIPPINES |
COMMISSION ON ELECTIONS |
MANILA B
N THE MATTER OF THE PETITION ‘
'O REVIEW THE QUALIFICATIONS

OF SMARTMATIC PHILIPPINES, INC.1

AS A PROSPECTIVE BIDDER IN VIEW OF ITS
FAILURE IN THE 2022 ELECTIONS TO COMPLY
WITH CERTAIN MINIMUM SYSTEM
CAPABILITIES THAT RESULTED IN SERIOUS
AND GRAVE IRREGULARITIES IN THE
TRANSMISSION AND RECEIPT OF ELECTION
RETURNS AND, IF WARRANTED, TO DISQUALIFY
SMARTMATIC FROM PARTICIPATING IN

THE BIDDING FOR THE 2025 AUTOMATED
ELECTION SYSTEM,

EM CASE NO. 23-003

ELISEO MIJARES RIO, JR.,

AUGUSTO CADELINA LAGMAN,

FRANKLIN FAYLOGA YSAAC, AND

LEONARDO OLIVERA ODONO
Petitioners.

X > X

MOTION TO ADMIT
SUPPLEMENTAL PETITION

Petitioners, by counsel, respectfully state that:

1. On 16 June 2023, petitioners filed the Petition dated 15 June 2023
in the instant case.

Mz also be doing business under Smartmatic Corporation, Smartmatic International and Smartmatic SGO Group
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2. After the filing of the Petition dated 15 June 2023, petitioners
discovered that there were further serious irregularities in the transmission
of the Election Returns (ERs) from the vote counting machines (VCMs) to the
Honorable Commission’s Transparency Server (TS), particularly in the use
of private IP addresses rather than public IP addresses, which need to be
brought to the Honorable Commission’s attention for a proper resolution of
the instant case.

3.  Thus, petitioners respectfully request that the attached
Supplemental Petition be admitted and be made part of the records of the
instant case so that all the issues may be threshed out.

4. This motion is not interposed for delay but is due solely to the
reason set forth above.

PRAYER

WHEREFORE, it is most respectfully prayed that instant
Supplemental Petition be admitted, made part of the records and considered
in the resolution of the instant case.

Other just and equitable reliefs are prayed for.

San Juan City for the City of Manila, Metro Manila, 29 June 2023.

OSE M.
ounsel for etitioners
60 Rivera Street

Barangay Progreso

San Juan City, Metro Manila
PTR No. 5] 1670913 - 01/03/2023 - San Juan City
IBP No. 279154 - 01/09/2023 - Pasig (Makati Chapter)
MCLE Compliance No. VII-0011272 - 02/23/22

Roll of Attorneys No. 35861

Mobile No.: 09193426920
Email: jmjose64@yahoo.com



REQUEST
The Clerk of Commission
Commission on Elections
Manila

Greetings:

Please submit the foregoing Motion to Admit Supplemental Petition for
the consideration and resolution of the Honorable Commission immediately

upon receipt hereof. T7

JOSE M. J






petitioners had just recently discovered after they had already filed their
Petition dated 15 June 2023 which highlights Smartmatic’s failure to comply
with certain minimum system capabilities and could constitute sufficient
grounds for its disqualification from participating in the bidding for the 2025
Automated Election System.

2. AnlInternet Protocol (IP) address is a unique numerical identifier
for every device or network that connects to the internet. Typically assigned
by an internet service provider (ISP), an IP address is an online device
address used for communicating across the internet.?

3.  There are two kinds of IP addresses. These are public IP
addresses and private IP addresses. A public IP address refers to the unique
identifier assigned to the internet connection of a device by the ISP. A private
IP address on the other hand identifies different devices connected to the
same local network. The private I address helps the router identify different
devices on the network and forward the information correctly.? The Internet
Assigned Numbers Authority (IANA) has assigned several address ranges
to be used by private networks. These ranges are: Class A: 10.0.0.0 to
10.255.255.255, Class B: 172.16.0.0 to 172.31.255.255, and Class C: 192.168.0.0
to 192.168.255.255.4

4.  ALL VCMs nationwide were supposed to transmit their Election
Returns (ERs) DIRECTLY to the Municipal, Central and Transparency
Server, using the PUBLIC IP Addresses provided by Telcos/ISPs. No other
gateways or routers must come in between the VCMs and the Servers.
Attached as Annex “A” hereof is a graph representing the End-to-End
Transmission Path shown to the Public, Political Parties, Poll Watchers and
Watchdogs by the Honorable Commission before the 2022 NLE.

5. However, petitioners recently discovered that based on the audit
log of the Honorable Commission’s List of VCMs Received Transmission
Logs May 9, 2022 NLE posted in its website, the IP addresses used in

2 https://www.techtarget.com/whatis/definition/IP-address-Internet-Protocol-
Address#:~:text=What%20is%20an%201P%20address%20(Internet%20Protocol%20address)%3F,for%20communi
cating%20across%20the%20internet.

3 https://vpnoverview.com/privacy/anonymous-browsing/public-vs-private-ip/

4 https://www.ibm.com/search?lang=en&cc=us&q=class%20a%2C%20b%20and%20c%20ip%20address



transmitting the ERs were private IP addresses, examples of which are
shown by the table attached as Annex “B” hereof.

6. In fact, all of the IP Addresses found in the Raw Data of the
Reception Logs uploaded in the Honorable Commission’s website are
private IP addresses rather than public IP addresses of VCMs coming from
precincts nationwide and transmitted by Telcos/Internet Service Providers
(ISPs). Since private IP Addresses CANNOT be routed on the internet, the
only logical and technical explanation for this occurrence is that there was
an illegal Local Area Network (LAN) that had cloned the IP addresses of
thousands of VCMs, as illustrated by the figure attached as Annex “C”
hereof.

7.  Thus, instead of the VCM transmissions passing through the
networks of Telcos/ISPs using PUBLIC IP Addresses, workstations in this
illegal LAN had apparently cloned those VCM transmissions and sent the
ERs to the Transparency Server (TS) using the private IP addresses. The
taxpayers paid the Telcos/ISPs millions of pesos to transmit the ERs from
the different precincts of the country to the TS, but not one PUBLIC IP
Address can be found in the List of VCMs Received Transmission Logs
May 9, 2022 NLE posted in the Honorable Commission’s website. Attached
as Annex “D” hereof are several samples of received transmissions taken
from the Honorable Commission’s website presumably from VCMs in the
first HOUR after voting closed, but all coming from private IP addresses in
an illegal LAN mostly coming from a single IP address 192.168.0.2.

8. Just an hour after voting closed, the Received ERs shown to the
public by the TS showed an unbelievable 20+ million votes, a staggering
37.5% of all votes already counted by 8:02pm of 09 May 2022. This despite
the various administrative matters required to be done BEFORE ANY VCM
can transmit its ER. Yet on the 2nd HOUR, when more VCMs were ready to
transmit, the votes counted by the TS unexplainably dropped to just 13+
million votes.

9.  Besides the incredible peak count of 20+ million votes by 8:02pm
of May 9, 2022, there are also statistically improbable constant vote ratios
across the presidential candidates and the highest ever number of votes



gotten by a winning presidential candidate in the history of Philippine
elections, as shown by the table attached as Annex “E” hereof.

10.  While the Central Server may have received the ERs sent to it by
the Telcos/ISPs, the Transmission Logs corroborated by the Telcos” CDRs
have NOT been released to the public. On 18 October 2022, the Honorable
Commission’s Chairman George Garcia had committed to compel the Telcos
to submit their Transmission Logs so that these could be shown to the public.
Until now, that commitment from the Chairman still hangs, showing instead
Reception Logs coming from private IP addresses which source can only be
from a PRIVATE Network/LAN and NOT from the Networks of the Telcos.

11.  Coupled with the irregularities earlier pointed out in the Petition
dated 15 June 2023, the sending of the election results from the VCMs to the
TS through private IP addresses creates serious doubts regarding the
transparency and credibility of the results of the 2022 NLE and, if left
unexplained, constitutes sufficient grounds for the disqualification of
Smartmatic from participating in the bidding for the 2025 Automated
Election System.

PRAYER
WHEREFORE, it is most respectfully prayed that:

1.  The instant Petition and Supplemental Petition be given
due course;

2. The qualifications of Smartmatic be reviewed by the BAC
in view of the serious and material irregularities in the transmission
and reception of election results in the system which Smartmatic
developed and provided for the 09 May 2022 Elections;

3. If the serious and grave irregularities pointed out in the
Petition and Supplemental Petition are not satisfactorily explained by
Smartmatic, that the Honorable Commission as the Head of the
Procuring Entity instruct/order the BAC to disqualify or declare
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ineligible Smartmatic from participating in the procurement for the
2025 Automated Election System; and

4.  Inthe interest of the highest standard of integrity, honesty,
accountability, impartiality, and transparency, post on the Honorable

Commission’s website the List of VCM Transmissions for the May 9,
2022 NLE corroborated by the TELCO’s Call Detail Record (CDR).

Other just and equitable reliefs are prayed for.

San Juan City for the City of Manila, Mejro Manila, 29 June 2023.

60 Rivera Street

Barangay Progreso

San Juan City, Metro Manila

PTR No. 5] 1670913 - 01/03/2023 - San Juan City
IBP No. 279154 - 01/09/2023 - Pasig (Makati Chapter)
MCLE Compliance No. VII-0011272 - 02/23/22

Roll of Attorneys No. 35861
Mobile No.: 09193426920

Email: jmjose64@yahoo.com



VERIFICATION AND CERTIFICATION OF
NON-FORUM SHOPPING

We, ELISEO MIJARES RIO, JR., AUGUSTO CADELINA

LAGMAN, FRANKLIN FAYLOGA YSAAC and LEONARDO OLIVERA
ODONO, all of legal age, Filipino, after having been duly sworn in
accordance with law, hereby depose and state that:

1;

We are the petitioners in the instant case and are filing the same in our
capacities as citizen, taxpayer, and registered voter.

We have caused the preparation of the foregoing Supplemental
Petition and have read its contents. The allegations therein are true and
correct based on our personal knowledge or on authentic records. The
pleading is not filed to harass, cause unnecessary delay or needlessly
increase the cost of litigation and the factual allegations therein have
evidentiary support.

Other than G.R. No. 263838 pending with the Supreme Court which
involves a related subject matter but different issues and reliefs sought,
we have not commenced any action or filed any claim involving the
same issues in any court, tribunal or quasi-judicial agency and, to the
best of our knowledge, no such other action or claim is pending
therein.

If we should thereafter learn that the same or similar action or claim
has been filed or is pending before any other court, tribunal or quasi-

judicial agency, we shall report such fact to the Honorable Court
within five (5) days from such knowledge.

2K

ELISEO MIJAR 10, JR.

AUGUS'I@ CADELINA ¥AGMAN



T

FRANKLIN FAYLOGA YSAAC

LEONARDO’OLIVERA ODONO

SUBSCRIBED AND SWORN to before me this 29th day of June 2023

-— s
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in__ GUEZON CITY |, affiants exhibiting to me as competent proof of their
identities the following government issued identification cards:

ID No.

Eliseo Mijares Rio, Jr. 20407

Augusto Cadelifia Lagman 1734115

Franklin Fayloga Ysaac 73767

Leonardo Olivares Odorio 089721

Doc. No. \53 :
Page No. I]
Book No. XX\ \“B,
Series of 2023.

Issued by

OSCA, Muntinlupa City
OSCA, Makati City
OSCA, Makati City

OSCA, Parariaque City
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